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1. What is the Dynamite.

The Dynamite is one of the most complete and reliable Smartcard programmers currently on
the market. It allows you to program most Smartcards available without the need for
alternative software. The programmer is 100% reprogrammable which means a firmware
upgrade will not be required if new cards based around the Atmel or PIC processors are
released. In fact, all PIC and Atmel based Smartcard are supported (e.g. FunCard, AtMega,
GoldCard, PrussianCard, SilverCard, GreenCard, JupiterCard etc.). That's not all, Dynamite
also allows you to use original ISO 7816-4 emulation in Phoenix / Smart Mouse mode and at
various clock speeds. Thanks to this feature you can are still able to use third party software
working via the RS-232 Serial Com port of you PC.

Last but not least, you can both re-programme and repair Titanium Cards through your USB
port. Titanium Cards are based on the Atmel AT90SC3232C processor and the operating
system (Titanium OS) provides them with their name ‘Titanium Card’. These devices are very
secure Smartcards and need to be programmed with the maximum precision in order to
prevent damage. The Dynamite is the best solution for this job.

Why Dynamite?

Here come the most important features that distinguish the Dynamite programmer over other
programmers on the market:

- Full Speed USB connection. No other unit can reach a programming speed of 12 Mbit

- Reflashable firmware. It is possible for the user to completely re-flash the firmware of the
programmer, allowing for whole new features to be added if necessary.

- No need for external Power Supply. Power is supplied by the USB port.

- Dedicated drivers. The Dynamite programmer uses dedicated software and drivers which
have not been made by third parties. Most other programmers on the market use third party
drivers to work along with their own dedicated software. In most of the cases you cannot
change those drivers, while with the Dynamite drivers can be dynamically changed and
eventually adapted to specific software.

- All Atmel-Based and PIC-Based Smartcards supported.

Supported Smartcards:
PIC-based:

Wafercard (16C84, 16F84, 16F84A)
Goldcard (16F84/16F84A + 24C16)
Silvercard (16F876/16F877 + 24C64)
Greencard (16F876/16F877 + 24C128)
Greencard2 (16F876/16F877 + 24C256)
Bluecard (16F84A + 24C64)
CanaryCard (16F628 + 24C16)
EmeraldCard (16F628 + 24C64)
Singlepic (16F876, 16F627, 16F628).

AVR-based:
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Funcard/Funcard2 (AT90S8515 + 24C64)
PrussianCard/Funcard3 (AT90S8515 + 24C128)
PrussianCard2/Funcard4 (AT90S8515 + 24C256)
PrussianCard3/Funcard5 (AT90S8515 + 24C512)
PrussianCard4/Funcard6 (AT90S8515 + 24C1024)
PrussianCard5/Funcard7 (AT90S8515 + 2*24C1024)
JupiterCard (AT90S2343 + 24C16)

JupiterCard2 (AT90S8535 + 24C64)

FunCard ATmegal61 (ATmegal6l + 24C64)
FunCard ATmegal63 (ATmegal63 + 24C256)
FunCard Atmega8515/Funkey2 (Atmega 8515 + 24C256)
BlackCard (ATmegal28 + 24C256)

All next generation cards bases on the above Microcontrollers can be supported once available.

- Phoenix / Smartmouse emulation supported. One of the most interesting features of
this programmer is the possibility of being used as a standard ISO 7816-4 programmer. This
emulation can be done in Phoenix and Smartmouse mode with different clock speeds (i.e.
3,579/3,68/4,00/6,00 Mhz). Furthermore the internal clock generator can be set to different
frequencies without any hardware replacement. No programmer on the market has a
programmable clock generator.

- Titanium Card Programming. This feature allows the user to program the Titanium Card
through the USB port connection. Furthermore you can repair damaged cards showing the ‘NO

ATR' error*,
* This procedure allows you to repair most Titanium Cards that are not showing an ATR. This function is not 100%
guaranteed and we advise that this programmer is not purchased solely for the repair of faulty Titanium cards.

Further information can be found on our web site www.duolabs.com. Software
updates and much more are available, plus the latest news by subscribing to our
online forum.

For technical information please refer to: support@duolabs.com
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2. Dynamite - Kit.

First of all Duolabs would like to thank you for purchasing our product.

Here's what comes in the Kit.

Dynamite
Programmer.

The Kit comes in the original yellow box

Together with the programmer you’ll find the
quick user guide and the software.(

(*) on the first kits the software CD may be not available. Please download
software directly from our web site at www.duolabs.com
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3. Driver Intall.

Download the latest software version from our website www.duolabs.com or use

the software CD in the Kit.
(*) on the first kits the software CD may be not available. Please download software directly from our web site at
www.duolabs.com

Run the setup.

It's very important to proceed with software download and installation before you
connect the Dynamite to the USB port.

The software has been tested on Windows 98/ME/2000/XP.
The software has been tested on the following computers:

Toshiba Satellite 2,4 Ghz Laptop with Windows XP

2 x HP Vectra desktop 800 Mhz with Win 2000

IBM Thinkpad 1000 Mhz Laptop with Windows XP

Toshiba 700Mhz desktop with Windows 98

Toshiba 433 Mhz laptop with Windows 98

Toshiba 700 Mhz laptop with Windows ME

IBM ThinkPad T41 1,5 Mhz Centrino with Windows XP Professional
IBM ThinkPad R50 1,7 Mhz Centrino with Windows XP Professional
Dell Latitude C840 Laptop with Windows XP Professional

Here come some snapshots of the software.
(some software changes could be applied).

o Dynamite Setup

]

Welcome to the Dynamite Installation Wizard

WARMING: This program iz protected by copyright law and international treaties.
It iz gtrongly recommended that pou exit all Windows programs befare running thiz zetup program.

Click Cancel to quit the zetup program, then close any programs vou kave running, Click Mest to
continue the installation.

[Inauthanzed reproduction or distibution of thiz program, or any portion of it, may rezult in severs
civil and criminal penalties, and will be prozecuted to the maximum extent pozsible under law,

Mest = ] [ Cancel
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Destination Folder

Select a folder where the application will be installed.

T he ‘Wize Installation \wizard will install the files far Denarite in the fallowing folder.
Toinztall into a different folder, click the Browse button, and select another folder.

You can choose not to install Denamite by clicking Cancel to exit the Wize | nstallation
Wizard.

Deztination Folder

C:WProgrammitDynarmiteh,

Dyrnamite Installation \wizard®

< Back I[ M et > ] [ Cancel ]

i Dynamite Setup

WWWIDD G TIRNESYCOM

Updating System

Initializing. ..

Diynamite Installation wizard®

Cancel
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AW W WD UG TR SO
Dynamite has been successfully installed.

Click the Finish buttan ta it this installation.

Finizh

Firstly, please connect the Dynamite to the USB port and when asked for drivers
please follow this procedure:

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helps you inzstall software for;

Cynamite

L...';:-' If your hardware came with an installation CD
= or floppy disk. insert it now.

Weihat do pou want the wizard to do?

ilmztall the software automatically [RecommendedE

(%) Inztall from & lizt or specific location [Advanced)

Click MNest ba continue.

Mest » ]I Cancel

Select the 2nd Option.
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Installazione guidata nuovo hardware.

Selezionare le opzioni di ricerca e di installazione.

(%) Ricerca il miglior driver dizponibile in questi percorsi,

Itilizzare e cazelle di controllo che zegquono per limitare o espandere la ricerca predefinita,
che include percorzi locali & supporti rimovibili, [ miglior driver dizponibile verr ingtallato.

[] Cerca nei supporti rimovibili [unita floppy, CO-ROM. ]

Inchudi il sequente percorzo nella ricerca;

iE:'xF'ru:ugrammi'xD_l,lnamite v| [ Sfoglia

i3 Mon effettuare |a ricerca. La scelta del diver da installare verrd effettuata manualmente.

Sceqliere questa opziohe per zelezionare da un elenco il driver di peniferica. |1 driver
contenuto nell'elenco potrebbe non ezsere quello pit aggiormato per la perniferica.

[ < Indietro ][ Axanti » J [ Annulla ]

By browsing the directories as shown below, please choose the folder
where you would like the Dynamite software to be installed:

Utilizzare e ca = I Dwvnamike » Efinita,
che include ps ] crivver b0,
=T Fw =
I phoenis
I |j| programmer
I 'fjl skark
v
{7 Mo effetiuare < | frie.
Scegliere ques
contenuto nell}  pey visualizzare le sottocartelle, Fare clic sul seqgno pitl,
[ 0] 4 l [ Annulla ]

[ < Indigtro ][ Aneanti » ] [ Annulla ]
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Selezionare le opzioni di ricerca e di installazione.

(%) Ricerca il miglor driver dizponibile in questi percorsi,

Utilizzare le cazele di controllo che zequono per limitare o espandere la ricerca predefinita,
che include percorsi lozali e support rirmosibili, [ miglior driver disponibile verr installato,

[ ] Cerca nei supporti imavibili [units floppy, CO-ROM...)

[ncludi il zequente percorso nella noerca;
| i::"«F'n:ugrammi'\D_I,Inamite'\driver ] v Sfoaglia

() Mon effettuare la ricerca. La scelta del driver da installare verrd effettuata manualmente.

Scegliere questa opzione per zelezionare da un elenco il driver di perifenca. |l driver
contenuto nel'elenco potrebbe non ezsere quello pit aggiornato per |a perniferica.

< Indigtro ][ Breanti ] [ Annulla

Now press “"Next” to proceed with the driver installation:

Hardware Installation

' E The software you are inztalling for this hardware;
L3

Diynamite

has not pazzed Windows Logao testing to vernfy its compatibility
with Windawes =P, [Tell me why thiz teshing iz imporkant. |

Continuing your installation of thiz software may impanr
or destabilize the comrect operation of your system
either immediately or in the future. Microzoft strongly
recommends that pou stop thiz installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Continue Aryway ] E_E.TEIP'Installatinn J

Press “Continue Anyway” and “"Next” until the end.
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File  #Aziomne Wisualzza 7

HE 2 A

[+ _J Compuker

& Controller audio, video e giochi
[+-{=) Contraller disco Foppry

[+ % Controller IDE ATA/ATAPL

6= Controller host avanzato USE 2.0 Intelir) 32301 0E/DEM - 24CD
g2 Controller host Universal USE Inkel(r) S28010E/DBM - 24C2
g2 Controller host Universal USE Intel(r) S28010E/DEM - 2404
&=+ Controller host Universal USE Intel(r) §28010E/DBM - 2427
‘-_' Crwnaniite
&= Hub principale USE
&= Hub principale USE
&= Hub principale USE
&= Hub principale USE
[+ [ Human Interface Device (HID
[+ L todern
[+ *'_., Mause & alkre periferiche di puntarmenta
[+ ¢ Periferiche di siskema
[+ #] Periferiche infrarossi w

Check Windows Control Panel to see if the Dynamite is recognized or not.

If the device comes with a Yellow exclamation mark, re-boot your PC and try again.
If the problem still exists, upgrade drivers.

Reminder: Drivers will need to installed on each USB port if you have more than one.



Dynamite Programmer - User Manual
www.duolabs.com - tutti i diritti sono riservati

4. Software.

Now simply browse your windows program menu and launch the Dynamite software
with the programmer connected on the USB port.

A window like the following will appear on your screen:
(some changes can be applied to the software without notice)

%
i3 'Hl-it ﬁﬂlﬂ\

]_ ._.*:1,

FHOEMNIX

(ifanim
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Once the programmer is connected the serial number will appear on the bottom left
side of the maintenance software window and the words “"Dynamite connected” will
appear on the left upper side of the screen:

FHOEMNIX

Programmer Software
Status Release

1ISO MODE
Serial Number i

l Forum Subscription

[([J Wi

line Help
ebsite Connection

' IRegister Pruﬁuct

Here comes an explanation of the displayed buttons:
Help - Goes directly to our internet web site help page.
Forum - Connects to our online forum.

Register — Connects to our online forum for registration.
Status - Programmer’s Status.

Exit - Quit the software.

Serial Number- There must be a valid serial number for the programmer to function.
If no number is displayed at this point, then something is wrong.
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At this time please choose one of the options on the right side on the Administration
software.

Let's start explaining the various software features:

ISO MODE - Phoenix

With this mode you can use 3™ party software running on the RS-232 Serial Com
port.

To use this Mode connect the programmer to the Serial port and launch the
maintenance software, then click on Phoenix Icon.

A new window will pop-up saying: “Loading module. Please wait...”

h "T‘F‘h L u.,

PHOENIX

Dynamlte OL:

n Loading module. Fleaze wait .,

({rrinny

Wait until the new window appears.
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Dynamite - Phoenix

FS' a to blinking phoenix icon in the tray bar and select the mode you need,
then use the Dynamite as usual Phoenix/Smartrnouse programrner,

Hide

This window means that the programmer has successfully initialized. A new tray icon

will appear in the windows tool bar in the right bottom corner. The icon will be
blinking.
Like in this picture:

Programmer Tray

IT e R0 e 1923
3

At this point press the left mouse button and choose the frequency and mode:

=2.579 MHz
Help ...

3.60 MHz
Phoenix Mode ¥ 4,00 MHz

SmartMouse Mode  #

Now start your favourite RS-232 COM port application.

You are now ready to make it working and change the mode during the programmer

usage.
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Prog MODE.

This mode allows you to program every Atmel and PIC based smartcard. A list of
supported Smartcards can be found in the introduction area of this user manual plus
an updated list can be found directly on our web site www.duolabs.com

Just before starting this application make sure you have the RS-232 cable
disconnected. In some cases we reported failure in programming a Smartcard whilst
the cable was connected.

Now press the “"Prog” icon button and let the form start as in the above mode.

PHOENIX

-. ! .
Dynamite E GL;
= | .E

Loading module. Pleaze wait ... |

((rninng

After loading the module you’ll be directed to the following software:



Dynamite Programmer - User Manual
www.duolabs.com - tutti i diritti sono riservati

r.,! Dynamite Programmer

File  Opzioni
S
| < Mo card inserted = 1]
| < Mo card inserted =
. L EEPROM Interna = L
=¥= - E  EEPROM Esterna e
d C o b oS Mo Configuration
o b Memaoria Flash 5 o
" fo=7=
o -
g I
oy i <7 =
Mermoaria Flash | | @1
EERR.CM Esterna | | D’j‘j

Mo Image

Now to try some simple functions, slide a Smartcard into the Smartcard reader:

= Dynamite Programmer

File. Options
Configuration
~Mermaory Lock
FurnCard 4Tmegales L] ]Mu:u:le 1: Off lj
Generale
| Megakun 163 | [~ Bootloader reset vector
p b Internal EEPROM d L I BOOTLEVEL
4 e SlzByte = B External EEPROM [ BODEN
5 P Z06KByie i
" b Qscillator
o kb Flash memaory - =
!  16KByte |0000 Ext. Clk, fast pwr =
f i Bootsize
AIREES1G3 24LC256 |11 1 128 wards LJ
Flash rnemaory | | =
Internal EEPROM | | m.?|
External EEPROM | | Iir?]

The Smartcard will be automatically recognized by the Dynamite programmer.
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Many of the options on the menu are quite intuitive and easy to use. You can set
most of the features and programmer settings directly from the Options, including
language.

We don’t provide much information on the card programming because it’s all very
simple to use.

If you face any difficulties please connect to our online forum at www.duolabs.com
to discuss the problem

Titanium Card programming Mode.
Programming a Titanium card through the USB port can be done easily by simply

pressing the Titanium ICON button and then waiting a second for the module to be
loaded, as in the following picture:

; T T
S AL B RTEL SRR ST
¥ | ' &

'l (7

FHOENILX

s

Dynamite . PRC‘ &

@ | Oading module, Pleaze wait ..
.i:;:,-':.' fid4rH

(ifartiny

After which you will come to this software:
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.— Titamium Programmer

Erase
ATR @
ATR FBECOOOD040 32 54495441 4E49 5540 00 11 01 03
Titanium Card ersion 1.03
Repair
Write
Clear Screen

Flash :

EEprom :

Once you insert a Titanium Card into the Smartcard reader the software will perform
the ATR check and will come up with the OS version.

If a Titanium card is already programmed it will show a non-recognized ATR which
means you might need to erase the card before programming it.

Here come some functions:

"Erase’”: Erases completely the full contents (Flash and EEprom) of the Titanium
Card. This procedure normally takes around 3-5 seconds. If everything goes OK the
ATR will be performed and you will be presented with the Titanium Card OS version
and original ATR. If the ATR doesn’t change the Smartcard is probably not a Titanium
Card.

"ATR"” : Performs the ATR and shows you the resulit.
"Repair”: This function will try to repair the Titanium card. The function of Repairing
Cards tries to ‘kick start’ the ATR. This function works on some damaged Smartcards,

but not on all. Therefore this function is not guaranteed 100%.

"Write”: This function will write the Flash and EEprom files into the card. This step
takes almost 2 minutes to carry out. Please don’t remove the card in the meanwhile.
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7. Genaral Information.

If you have any problem using your Dynamite programmer please refer to
www.duolabs.com

All official releases of software are on our web site only.
No test files will be given out for any reason ever.
You can find more updates and information on our Web Forum.

To purchase the Dynamite programmer please refer to www.duolabs.com or any of
our authorized dealers.

Any re-production of this User Manual is prohibited.

All Marks in this manual are registered to their owners.

Sincerely,
Duolabs Srl
Riccardo Alessi

Duolabs Srl
Via Molini 39
36055 Nove (Vicenza)
Italy
Tel. +39-0424-828355
Fax. +39-0424-598665
Web: www.duolabs.com
www.cellularcenter.it
Email: info@duolabs.com
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6. Appendix A - Connections.

Here comes the connection between the programmer and the PC:

PC PC
RS-232 Serial Port USB Port

\e © o o o
e o o @ I
l Pin 2 Pin

USB A-B
9 Poles Cable
Male - Female
Cable

NO NULL-MODEM

Dynamite
ATTENTION:
ISO-Phoenix MODE:
Serial Cable Connected
USB Cable Connected
PROG MODE:
Serial Cable NOT CONNECTED - IMPORTANT
USB Cable Connected
TITANIUM CARD MODE:
Serial Cable NOT CONNECTED - IMPORTANT

USB Cable Connected



